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Abstract: Technological innovations leading to the industrial revolution in the 19
century have proceeded in an accelerated manner to lead to an information revolu-
tion in the 21% century. In addition to warfare in land, sea and air domains, “space”
has emerged as a new field of operation. Further technological innovations have yet
again set up another domain called “cyberspace,” dominated by information tech-
nologies with the capability to change the course of war on land, sea, air and/or
space. Besides, organised crime and terrorist organisations, following the progress
in cyberspace technologies, have increased their profits and developed new types of
crime using new types of weapons. Attacks in the cyber domain evolve so rapidly
that legal arrangements cannot cope with meeting security requirements and need to
be frequently updated. On the other hand, new threats, such as “cyberterrorism,”
necessitate wide-scope interpretation of the norms in international law. Turkey has
taken several counter-cyberterrorism precautions. The establishment of the Cyber-
security Council, the adoption of the National Cybersecurity Strategy and of the
2013-2014 Action Plan are major steps in this regard. The rapid development in
communication technologies has removed the national boundaries, increasing and
gradually deepening the interaction between countries. Therefore, in order to
strengthen cybersecurity efforts, it is necessary to further international cooperation
as well as the cooperation between local public authorities and the private sector.

Keywords: cyberpace, cyberwar, cyberterrorism, counter-cyberterrorism, cyberat-
tack, cybersecurity, Turkey, 2013-2014 Action Plan.

Introduction

Technological innovations leading to the industrial revolution in the 19" century have
proceeded in an accelerated manner, leading to the information (or digital) revolution
of the 21% century. In our century, traditional concepts such as “time,” “space,”
“transformation,” “language,” etc., are being replaced with new terms — “24-hour
day,” “cyberspace,” “speed of light,” “pictogram,” “digital content,” etc.

In addition to warfare taking place on land, sea and air, “space” emerged as a new
domain of operation owing to developments in technology. Innovations have yet
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again set up another domain called “cyberspace,” dominated by information technol-
ogies with the capability to change the course of war on land, sea, air and/or space.

Internet, the leading factor in the information revolution, was first developed and
used for military purposes in the 1960s. The Internet technology is improving since
then. According to the report of the United Nations International Telecommunication
Union (ITU), the number of Internet users will reach 3.2 billion by the end of 2015.2

With the spread of the Internet all over the world in the 1990s, the concept of “space-
time” continuum lost its original meaning; electronic communication through com-
puters replaced the time-consuming information transfer on paper, thus the process of
domestic and international communication became so simplified that now pushing a
button is enough to transfer information. Besides data transfer, computers also pro-
vide greater capacity for both storing and processing information. Yet this fast pro-
gress in technology has brought some particular problems to the world’s agenda, such
as attacks on private and public electronic information networks.

Organised crime and terrorist organisations, utilising the progress in cyberspace tech-
nologies, increased their profits on the one hand, and developed new types of crime
using new types of weapons, on the other. Their activities generally transcend na-
tional boundaries ending up with the emergence of transnational crime. Organised
crime and terrorist organisations, benefitting from these new types of crime, attract
the public attention due to the resulting public losses and the difficulties in catching
and punishing their members. It is observed that terrorist organisations generally tar-
get easily accessible and vulnerable points such as airports, hospitals and energy
transmission stations. Walter Laqueur, in an article in the journal Foreign Affairs,
claimed that “If the new terrorism directs its energies toward information warfare, its
destructive power will be exponentially greater than any it wielded in the past —
greater even than it would be with biological and chemical weapons.”

In today’s world of rapid transformation, organised crime and terrorist organisations
often exploit new opportunities faster and more effectively than governments do and,
due to the easy access to information, can easily convert information into intelligence.
Their capacity to benefit from this fast and continuous global transformation consti-
tutes a severe threat to international peace and national security of states.

Cyberterrorism and Cyberwar

The term “cyberterrorism” was coined in the 1980s by Barry Collin, a senior research
fellow at the Institute for Security and Intelligence (1S1)* in California. Collin defined
cyberterrorism as “the intentional abuse of a digital information system, network, or
component toward an end that supports or facilitates a terrorist campaign or action.”
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A widely accepted definition was provided in 1998 by Mark M. Pollitt, an FBI Spe-
cial Agent. He described cyberterrorism as “premeditated, politically motivated at-
tack against information, computer systems, computer programmes and data which
results in violence against non-combatant targets by sub-national groups or clandes-
tine agents.”

According to Nihat Ali Ozcan, a leading Turkish scholar on terrorism, cyberterrorism
is “a set of personally and politically motivated intentional acts and activities, aiming
to devastate national balance and interests by exploiting electronic media, computer
programmes or other electronic communication types.”’

Mesut Hakki Cagin, a prominent Turkish scholar on international terrorism, argues
that a crime committed in cyberspace is cyberterrorism in case the action:

e pursues racist, ideological, religious or political aims;
e is perpetrated through a computer or a computer system;
e creates fear and horror in target society;

e causes a physical damage or targets a facility vital for immediate human sur-
vival.®

In summary, “cyberterrorism” may simply be defined as “acts of organised crime and
terrorist organisations through exploiting computers and computer systems.”

Cyberwar is slightly different from cyberterrorism with respect to the actors. Richard
Clarke, Special Advisor to former President George W. Bush on cybersecurity, whose
definition has been widely used in international literature, describes cyberwar as “ac-
tions by a nation-state to penetrate another nation’s computers or networks for the
purposes of causing damage or disruption.”® Clarke identifies some of the outstanding
characteristics of cyberwar:

o “Cyberwar skips the battlefield”: Systems, people rely on (from banks to air
defence radars) and accessible from cyberspace, can be quickly taken over
or knocked out without first defeating a country’s traditional defences.

e “Cyberwar is real”: Attackers do not want to reveal their more sophisticated
capabilities and what nations are capable of doing in a cyberwar could dev-
astate a modern nation.

Cyberspace Weapons

In a century in which our social and financial lives have been transferred to the cy-
bersphere, organised crime and terrorist organisations or hostile nation-states could
easily and adversely affect our lives in various ways, including damaging banking and
financial systems,'® paralysing power systems indefinitely, disrupting emergency ser-
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vices, hampering with take-offs or arranging plane crashes, manipulating traffic lights
to create accidents to lead to urban chaos, and starting fires and explosions in refin-
eries and nuclear plants.

For a terrorist or a hostile nation to be able to cause such harm, there are some cyber
weapons, including viruses, worms, trojans, DoS attacks, unsolicited electronic mes-
sages, keystroke logging programmes and phishing, etc. These are shortly defined as
follows:

e Viruses refer to a sort of malware programme spreading via infecting other
files.

e Worms are designed to replicate themselves in other devices and can spread
quickly.

e Trojans are computer software infecting the system generally through free
software which appears to have a useful function.

e Unsolicited Electronic Messages (Spam) are e-mails which are seemingly
sent for advertisement or propagation purposes but infect computers with
malware.

o Keystroke Logging Programmes (Key loggers) stealthily record the keys
struck on a keyboard and send these recorded actions to designated ad-
dresses.

e Phishing is an illegal attempt to acquire personal information of users
through designing fake websites that look just like their legitimate counter-
parts.

Economic Cybercrime

This study focuses on cyberterrorism and cyberwar, which are politically motivated
and which bring about consequences that influence an audience beyond the immedi-
ate victim. Cybercrime, excluded by the study, involves “committing fraud, traffick-
ing in child pornography and intellectual property, stealing identities, or violating
privacy, etc.,”'* that is, activities with no political motivation. Yet, for instance, if ter-
rorists use computers as a facilitator of their activities, whether for propaganda, re-
cruitment, data mining, communication or other purposes, then we cannot say that it
is cyberterrorism.* These activities should be included in cybercrime.

The possibility of using cybercriminal acts to fund terrorism has gained strength in
recent years. Hence a look will be given below at cybercrime, concentrating on the
economic sphere, namely economic cybercrime, with reference to statistical data.
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According to a report of the United Nations Office on Drugs and Crime, the most
profitable cybercrime is “identity theft” which leads to a global loss of US$ 1 billion
annually.*® The table below indicates which items can be stolen online for the purpose
of economic gain.*

Depending on a study conducted in 2013 by Ponemon Institute, Figure 1 presents the
average cost of cybercrime estimated for six countries with a total benchmark sample
of 234 organisations. The study reveals the high increase in cost of cybercrime over a
short time period. When compared with the amount in 2010, that cost of cybercrimes
in 2013 has increased by approximately 75% in just four years. Depending on the
data from the benchmark sample of 60 US organisations which reported their cost of
cybercrimes over four consecutive weeks, the mean value of the annualised total cost
of cybercrime was estimated to be approximately $11,6 million (compared to $6,5
million in 2010).%

Table 1: Breakdown of goods available for sale on underground economy
servers (Source: Symantec Corporation, 2007).

Rank Item Percentage Range of Prices
1 Credit Card Numbers 22% $0.50 - $5
2 Bank Accounts 21% $30 - $400
3 Email Passwords 8% $1 - $350
4 Mailers 8% $8 - $10
5 Email Addresses 6% $2/MB - $4/MB
6 Proxies 6% $0.50 - $3
7 Full 1dentity 6% $10 - $150
8 Scams 6% $10 / week
9 Social Security Numbers 3% $5 - $7

10 Compromised UNIX® Shells 2% $2 - $10
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Figure 1. Total cost of cyber crime in six countries (Cost expressed in million US
dollars, n = 234 separate companies; Source: Ponemon Institute, 2013).

Figure 2 below illustrates that although the technical knowledge of the average at-
tacker has been declining, the sophistication of Internet attacks has increased over
time. Consequently, while organising cyberattacks is gradually becoming easier,
cyberattacks are increasing in number.®

sophisticated
command &
control
cross site scripting

“atealth™ / advanced

H'gh scanning technigues TJools
cket spoofing | denial of service
{ Oistbuted attack
gt ‘ tools (D00 S)
Intruder L 'www attacks
Knowledge )
o
e | twork t. ol o
.
disabling audits | — OROwe.
hijacking
burglaries sessions
Attack exploiting known vulnerabilities
Sophistication
| password cracking
| seif.replicating code A ckers
ABIWOrd guess
Low » arenea
1980 1985 1990 1995 2000

Figure 2: Attack Sophistication vs. Intruder Technical Knowledge (Source: Carnegie
Mellon University Software Engineering Institute, 2002).

Traditional Terrorism vs. Cyberterrorism

When compared to traditional terrorism, cyberterrorism has some tactical advantages
for the attacker. Firstly, traditional terrorist groups are well aware that they risk their
lives while planning their activities. A suicide attack or an attack targeting security
forces would most probably result in loss of their lives. In cyberterrorism, on the
contrary, a member of a terrorist organisation with only an Internet-connected com-
puter would be able to create a greater impact. A cyberattack against a finance system
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would be more devastating and sensational than a suicide attack, and the attacker, un-
like a traditional terrorist, would not be under life risk.

Secondly, even though terrorist organisations’ propaganda reaches the masses, the
activity itself is in a way “local.” In traditional terrorism, a terrorist may blow up a
public building and kill almost everyone inside it, yet this act is limited only to the
building and the people inside it. Contrariwise, a terrorist engaging in cyberterrorism
can easily expand the physical space of action by just using a “mouse,” collapse thou-
sands of public organisations’ websites simultaneously at the speed of light, thus
damaging computer-controlled water and electric power distribution systems and af-
fecting the lives of thousands of people, leading to chaos.*®

Third, while traditional terrorist organisations generally exploit their own members in
their actions, with the emergence of cyberterrorist organisations, there has also
emerged the possibility of using “subcontractors.” In this regard, security forces, used
to follow the activities of traditional terrorist organisations, now face difficulties in
proactive intelligence gathering to counter cyberterrorist activities since the individ-
ual who performs cyberattack is not a member of the organisation.

Fourth, although it is normally expected that a traditional terrorist attack evokes emo-
tional reactions from society, it is highly unlikely that a cyberterrorist attack arouses
any emotional reaction from society since in most cases nobody dies or gets injured
during the attack (at least at the very moment of action).

Fifth, traditional terrorists, via the activities they carry out, send a message to a politi-
cal regime or society. In the way to this goal, violence and damage are their basic
tools. However, with the shift to cyberterrorism, violence is becoming a goal rather
than a tool.

Sixth, in today’s world with the developments in technology, “space” and “time” are
not anymore conceived as impediments and terrorist organisations are able to com-
municate with their members through encrypted channels. Terrorist organisations
materialising terrorist activities by keeping in touch through encrypted messages, can
exploit Internet capabilities also to spread political and ideological propaganda. For
instance, “FARC” in Colombia and “Shining Path” in Peru use the Internet inten-
sively. On the Internet, one can also reach some resources such as “The Terrorist’s
Handbook™ or “The Anarchist Cookbook” which contain detailed instructions on the
process of creating and detonating a wide variety of explosives.™

Seventh, it is relatively easy to determine the source of attack in traditional terrorism;
in cyberterrorism, however, it is extremely hard or almost impossible to find out
where the action originates from.
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Eighth; while in traditional terrorism physical effects allow easier damage assess-
ment, in cyberterrorism, it is extremely difficult, and in most cases impossible, to as-
sess the magnitude of damage.

Interaction between Cyberoffense, Cyberdependence and Cyberdefence

In international literature, mobilisation and war-making capacity of a nation is di-
rectly related to the number of its soldiers, the level of their training, the sophisticated
technological weapon systems in possession, the ability to continue the production of
these weapon systems both in peace and war times and other national power elements
(economy, population, technological development, geography). In the sphere called
“cyberspace,” on the other hand, the cyberwar capacity of a nation can be measured
depending on its active cyberwar elements, its cyberwar prevention and research
teams, its computer incident response teams, its applicable cyberwar doctrine, the
extent of government’s participation in academic programmes in cybersecurity, its
level of utilisation of information technologies and the extent of the availability of
government funds for technology innovation programmes.

According to Richard Clarke, cyberwarfare strength does not only mean the ability to
attack other nations. “Defence” and “dependence” are the two other factors that also
need to be assessed in measuring cyberwar strength. The table below? illustrates the
interaction between several countries for each of these three factors: cyberoffense,
cyberdependence and cyberdefence.

To the extent critical infrastructures of a nation are dependent upon networked sys-
tems and have no real backup, the nation’s cyberwarfare capability would be low.
From the information in the table, we see that the US has the lowest score on the
“cyberdependence” ranking,? since it is the most wired nation among those listed in
the table. China has a high score for “cyberdefence,” because it can limit cyberspace

Table 2: Overall Cyberwar Strength (Source: Clarke and Knake, 75).

Nation Cyberoffense ~ Cyberdependence  Cyberdefence Total

USA 8 2 1 11
Russia 7 5 4 16
China 5 4 6 15

Iran 4 5 3 12

N. Korea 2 9 7 18
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utilisation when needed by disconnecting nonessential users. Having so few systems
dependent upon cyberspace, North Korea has the highest score on the overall
cyberwar strength ranking. In case of a major cyberwar attack, North Korea can eas-
ily and effectively sever its limited connection to cyberspace.

Countries’ Cyberwar Capabilities and Strategies

In another study, which was conducted by Verisign Corporation, nation-states were
broken down into four major groups depending on the level of their cyberwar capa-
bilities as shown in the table below.?

Table 3: Cyberwarfare Capabilities of Selected Nation States (Source: Ciftci, 25).

Group Nation-States

Characteristics

Organizational
Scope

Capabilities

First USA
Group China
Russia
Second England
Group France
Israel
Third Turkey
Group Taiwan
N. Korea
Fourth Iran
Group Pakistan
Australia

They are capable of set-
ting international policy
on cybersecurity and
allocate to this under-
taking the greatest
amount of resources, in-
cluding manpower

They follow the coun-
tries in the first group,
yet have less resources
and infrastructure

They allocate a good
deal of resources to the
cyber sphere; however,
they follow the first
group of countries in
many aspects

They allocate limited re-
sources to cybersecurity
and cyberdefence

They have lots of
well-defined and
specialized intelli-
gence and military
organizations

They have lots of
well-defined and
specialized intelli-
gence and military
organizations;
however, they
have allocated less
resources for
cyber

Although they
have several well-
defined organiza-
tions, these or-
ganizations need
to be institution-
alized

They have only a
few organizations,
which need to be
improved

Integrating the cyber-
space into the conven-
tional sphere, they are
capable of carrying out
comprehensive and
continuous offensive
and defensive activities.

They are capable of
conducting continuous
and complex offensive
and defensive activities
against other countries,
yet limited in scope and
less in number of coun-
tries

They are capable of
conducting continuous
and comprehensive de-
fensive activities, yet
their offensive capabili-
ties are weak

They conduct strong but
insufficient defensive
and limited offensive
activities. They try to
maintain their domestic
resources
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The USA, which is in the first group in the above-mentioned research by Verisign
Corporation, has four cybersecurity organisations operating in coordinated manner.
These are the U.S Cyber Command, the National Security Agency, the Department of
Homeland Security and FBI. Out of the four organisations, the Cyber Command was
officially launched in 2010 with responsibilities for maintaining the safety of net-
works, thus protecting the USA against cyberattacks. It has 900 personnel consisting
of military and civilian experts, with plans to increase this number. The Command
has both offensive and defensive capabilities and shall integrate these capabilities into
the operational plans of combatant commands and help the Department of Homeland
Security in protecting critical infrastructures. Within the Command, 13 teams have
offensive capability and 27 teams have both offensive and defensive capabilities.

China, on the other hand, trying to further nuclear and space studies, established its
cyberwar unit called “Blue Army” in 2011. China has four agencies—two of them
under the People’s Liberation (PLA) Army General Staff Headquarters—responsible
for the cyber sphere. For instance, the 3" Department of the PLA General Staff
Headquarters, allegedly staffed by more than 130 thousand people, gathers and anal-
yses foreign signals intelligence and maintains the safety of Chinese communications
networks.?® It is claimed that Chinese hackers, through exploiting software deficien-
cies as yet unfamiliar to the world, organise cyberattacks and capture commercial and
military information.

In the United Kingdom, the two main institutions responsible for the cyber domain
were envisaged in the first Cybersecurity Strategy of the United Kingdom of June
2009.2* Accordingly, the Office of Cybersecurity, responsible for coordinating
cybersecurity programmes run by the UK government, was established in September
2009 and became the Office of Cybersecurity and Information Assurance (OCSIA) in
2010;% and the Cybersecurity Operations Centre (CSOC), which is “responsible for
providing analysis and overarching situational awareness of cyber threats,” was
formed in 2009.%° These institutions are assisted by some other agencies including the
UK Government Communications Headquarters, the Centre for the Protection of Na-
tional Infrastructure, the Department for Business, Innovation and Skills, the Com-
puter Emergency Response Teams (CERTS) and the Police Central e-Crime Unit. The
National Security Strategy of October 2010 rated cyberattacks as a “Tier 1” threat.”’
Accordingly, the Strategic Defence and Security Review of October 2010? envis-
aged a four-year transformative National Cybersecurity Programme (NCSP) with a
budget of £650 million to mitigate the risks against 21%-century communications. The
UK Government launched the Programme in 2011, to be updated in September 2014
and extended until March 2016 with a renewed budget of £860 million.?

France’s 2008 White Paper on Defence and National Security® covered cybersecu-
rity issues. The document envisioned the establishment of a new agency for coordi-
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nation of cyberdefence under the purview of the General Secretariat for Defence and
National Security (SGDSN) and the establishment of an offensive cyberwar capabil-
ity, one part to be placed under the Joint Staff and the other part to be developed
within specialised services. Following the recommendations in the 2008 White Paper,
the French Network and Information Security Agency was set up in 2009 responsible,
inter alia, to support the production of France’s own safety products and services for
public and private actors. France’s 2013 White Paper on Defence and National Secu-
rity reinforces the importance of the cyber domain as regards national security. It re-
affirms that the possibility of a major cyberattack on national information systems
constitutes an extremely serious threat to France. Therefore, it envisages the devel-
opment of “an approach based on a cyberdefence organisation closely integrated with
the armed forces, made up of defensive and offensive capacities.” The 2013 White
Paper, furthermore, underlines that “the operational organization of the armed forces
will incorporate an operational cyberdefence platform, consistent with the operational
organization and structure of the French armed forces and adapted to the specific
characteristics of this sphere of combat.”*

Cyberterrorism in the Context of International Law

2 ¢

The difficulty of defining “terror,” “terrorist” and “terrorist action” in the context of
traditional terrorism is also reflected in the domain of cyberterrorism, hence yet we
do not have an explicit, agreed upon definition for “cyberterrorism” in the interna-
tional law.

Cyberterrorism and the UN

The principles of “non-intervention in domestic affairs by the United Nations,” as ar-
ranged in Article 2, and the right of self-defence, as arranged in Article 51 of the
Charter of the United Nations, are accepted among the basic guidelines in interna-
tional relations.

At the invitation of NATO’s Centre of Excellence on Cyberdefence in Tallinn, Esto-
nia, an independent “International Group of Experts” wrote “The Tallinn Manual on
the International Law Applicable to Cyberwarfare,” which states that “a state may ex-
ercise control over cyber infrastructure and activities within its sovereign territory”
and points out that any attack against such an infrastructure is subject to jurisdic-
tion.*

Despite the Manual, it is still open to discussion how to determine the critical thresh-
old for an attack to be considered an armed attack to invoke Article 51 of the UN
Charter. Since a cyberattack is not a conventional armed attack, it is also controver-
sial whether a cyberattack can be considered as an armed attack. Yet a convincing
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evaluation seems to be regarding the effect of the action. Just as bombs or missiles
cause the destruction of human life and property, a suicide bomber can cause damage
using his/her own body as a weapon. Similarly civil airliners were used as weapons
during the attacks on the World Trade Center on 11 September 2011, resulting in
mass-destruction. Since terrorists can use anything as a weapon, the concept of
“armed attack™ is better to be interpreted focusing on the effect of the assault, not on
the process.

In this sense, as the world is not static, wide-scope interpretation is needed as regards
the norms in international law. The same should apply to the concept of “weapon.”
Instead of depending on the availability of a tangible weapon, the resultant destruc-
tion through the use of any device should be taken into consideration. Karl Zemanek
refers that “it is neither the designation of a device, nor its normal use, which make it
a weapon, but the intent with which it is used and its effect.”®

In Article 51 of the UN Charter covering the right of “self-defence,” no criterion is
specified regarding the agent of an armed attack, be it a state or a non-state actor. If a
cyberattack is certain to have been performed by a state, then it is noteworthy that the
state subject to the attack keeps the right of self-defence.

Cyberterrorism and NATO

After the 9/11 terrorist attacks, which have brought about a radical change in security
policies around the world, cyber defence became part of NATO’s political agenda at
the Prague Summit in 2002, and since then has gained an increasing attention of
NATO partners. Although NATO made a call to improve its “capabilities to defend
against cyberattacks” through the Prague Capabilities Commitment, in the following
years the Alliance opted for using passive protection measures as had been called for
by the military side.>*

During the Lisbon Summit of 19-20 November 2010, a new Strategic Concept was
approved which cited cyberattacks as having the potential to reach a threshold that
threatens national and Euro-Atlantic prosperity, security and stability. This is the first
Strategic Concept which considers cyberattacks as a threat.*® At the Lisbon Summit,
the Heads of State tasked the North Atlantic Council to revise the first NATO Policy
on Cyber Defence dated 2008, which had been approved following the cyberattacks
against Estonia. Thus, the second NATO Policy on Cyberdefence was approved by
the NATO Defence Ministers on 8 June 2011, packaged with an action plan for its
implementation. The 2011 Policy focused “on the protection of NATO networks and
cyberdefence requirements related to national networks that NATO relies upon to
carry out its core tasks.”* The document emphasised that any collective defence re-
sponse by NATO will be subject to political decisions of the North Atlantic Council,
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enabling the Council to maintain its flexibility in deciding whether a course of action
will be taken or not.

The 2012 Chicago Summit Declaration®” covered certain commitments, such as to
bring all NATO bodies under centralised cyber protection, to further integrate cyber
defence measures into Alliance structures and procedures, to identify and deliver na-
tional cyber defence capabilities that strengthen Alliance collaboration and interoper-
ability, to engage with relevant partner nations on a case-by-case basis and with inter-
national organisations in order to address the cybersecurity threats and to improve
common security.

The main controversial issue regarding collaboration within the Alliance is whether
Article 5 of the North Atlantic Treaty, regarding the principle of collective defence,
precisely covers cyberattacks or not. It still remains to be settled whether this Article
would be invoked in case a member state comes under a cyberattack instead of a con-
ventional assault and how the attacker country would be given response.

Yet another equally important issue for the Alliance is how to identify which attack is
an act of war and how to detect the source of the attack. Since identities can be easily
disguised in cyberspace, attributing attacks to specific perpetrators is not an easy task.
The attacker may route the cyberattack through many different countries and IP ad-
dresses. If the attacker is misidentified, then a risk of an “accidental war” emerges.*®

Turkey’s Activities Regarding Cybersecurity

Turkey’s leading player in the field of information security is the Cybersecurity In-
stitute (SGE), operating under BILGEM (Informatics and Information Security Re-
search Centre) of TUBITAK (Scientific and Technological Research Council of Tur-
key). The institute was establishment in 1997 as “Network Security Group.” After
successfully completing several projects, it was renamed to “Information Systems Se-
curity Group,” and in 2012 to “Cybersecurity Institute” (SGE). SGE provides infor-
mation security consultancy to public institutions and organisations and the private
sector. Some of the services it provides include information system security training,
open source code solutions, responding to computer-based incidents and information
system security testing. Among the finalised projects on regulations and action plans
are: “e-Transformation Turkey Project,” “Information Society Strategy and Action
Plan,” “National Security Council (MGK) Declaration,” cybersecurity workshops and
exercises, and “Council of Ministers Decision on the Execution, Management and
Coordination of National Cybersecurity Activities.”

In order to increase the national cybersecurity awareness, strengthen organisational
capacities to deal with against cyberattacks, and improve the intra and inter-organisa-
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tional coordination, Turkey began to conduct regular exercises. The first National
Cybersecurity Exercise was carried out in the period 25-28 January 2011. After the
exercise, Minister of Transportation Mr. Binali Yildirim pointed the need for cease-
less effort to maintain cybersecurity stating that “the exercise was a success; however,
we have no chance for a sense of peace as if we are secure. As information technolo-
gies advance, security threatening factors improve themselves as well.””*®

The second National Cybersecurity Exercise was conducted between 25 December
2012 and 11 January 2013. At a meeting during the exercise, Mr. Binali Yildirim
stated that “today’s wars are waged with information technologies, not with cannons
and rifles.” He pointed out that “cyber threat will increase even more in the future and
there are rifts between governments with respect to the awareness of this issue.”*

A cyberdefence unit under the Turkish Armed Forces was established in 2012. The
“General Staff Warfare and Cyberdefence Command” aims to protect its information
network against cyberattacks. The unit operates in coordination with the Ministry of
Transport, Maritime Affairs and Communications, TUBITAK and NATO in both na-
tional and international missions.

Pursuant to the Council of Ministers Decision on the “Execution, Management and
Coordination of National Cybersecurity Activities” dated 12 October 2012, a Cyber-
security Council was established. It is chaired by the Minister of Transport, Maritime
Affairs and Communications. The Cybersecurity Council was assigned the duty of
preparing policies, strategies and action plans on ensuring cybersecurity at national
level. Accordingly, a National Cybersecurity Strategy and an Action Plan** were pre-
pared. These documents aim at creating an infrastructure towards achieving:

e cybersecurity of all services, processes and data—and the systems involved
in provisioning of these—provided by the public organisations and agencies
using information technologies;

o the cybersecurity of information systems of critical infrastructures; and
e minimisation of the effects of cybersecurity incidents.

All public organisations and agencies, natural and legal persons, are obliged to per-
form the duties assigned by the Cybersecurity Council in accordance with its policies,
strategies and action plans and to comply with the procedures, principles and stand-
ards determined by the Council.

Members of the Cybersecurity Council are the undersecretaries of the Ministries of
Foreign Affairs, the Interior, National Defence, and Transport, Maritime Affairs and
Communications, the undersecretaries of Public Order and Security and the National
Intelligence Organisation, the Chief of Communications, Electronics and Information
Systems of the Turkish General Staff, the Chairman of Information and Communica-
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tion Technologies Authority, the President of the Scientific and Technological Re-
search Council, the President of the Financial Crimes Investigation Board, the Presi-
dent of Telecommunications and the top managers from the ministries and public or-
ganisations that are to be determined by the Minister of Transport, Maritime Affairs
and Communications. The Council held its first meeting on 21 December 2012 when
the document containing the National Cybersecurity Strategy and the 2013-2014 Ac-
tion Plan was approved. The document was put into effect by Council of Ministers
Decision 28683 and upon promulgation in the Official Gazette on 20 June 2013.%

The Action Plan consists of 29 actions and 95 sub-actions under seven main titles,
scheduled to be concluded in the period of 2013-2014. In the Plan, responsible/ rele-
vant public organisations and agencies are determined for each action and sub-action.
One public organisation and agency is appointed responsible for each action, yet, that
action can have more than one relevant organisation and agency. In case of an ap-
pointment of more than one relevant organisation for an action, then all the relevant
organisations and agencies should act under the coordination of the responsible or-
ganisation or agency while working in parallel with each other. Pursuant to one of the
actions stipulated in the plan, a National Cyberincident Response Centre (USOM)
and Cyberincident Response Teams (SOME) have been established officially by a
related notification issued on 11 November 2013 in the official gazette, although
USOM had started functioning already in May 2013. The Secretariat General of the
National Security Council is appointed as a relevant organisation for the 29" action of
“Integrating national cybersecurity concepts into the national security context.”

Examples of Cyberattacks from the World and Turkey

Examples from the World

September 11, 2001 was a milestone in raising worldwide awareness of cyber threats
and transforming traditional threat perceptions.”® The terrorist attacks on the World
Trade Center and the Pentagon, displaying how cyber tools could be manipulated to
generate such large-scale destruction, revealed even to the ordinary man that cyber-
space has vulnerabilities as well as the capacity to help save time and labour. During
this borderless attack, the terrorist group blocked the reception of the distress signals
from the hijacked planes and disabled air radar systems.

A computer worm named “Stuxnet” targeting a nuclear facility in Iran in 2010 caused
the damage of numerous nuclear enrichment centrifuges. “Stuxnet” has broken down
the common but incorrect idea that “infection of a computer system by a computer vi-
rus may result in loss of files; yet if the data has been backed up, then the files can be
restored.” Stuxnet gained a valid reputation for targeting not only Internet-connected
computer systems, but also closed computer systems.
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Another outstanding example of a cyberattack was observed in 2007 against Estonia
when websites of Estonian organisations and the country’s Internet infrastructure
were targeted after a Red Army war memorial in Tallinn had been removed. In Esto-
nia, ranking 3 in the world by intensity of Internet usage,* banking and finance sys-
tems almost came to collapse and the country was rescued from these attacks through
the support by NATO.

“RedOctober” was a high-level cyberespionage campaign, which over five years, be-
ginning from 2007, targeted computer networks of diplomatic and governmental
agencies in addition to scientific research institutions, energy and aerospace compa-
nies in a wide range of countries, primarily in Eastern Europe and former Soviet re-
publics — although many in Western Europe and North America were also included.
“RedOctober,” exploiting the vulnerabilities of Microsoft Word and Excel, sent
spear-phishing e-mails with an attachment which was either an Excel or a Word doc-
ument with enticing names, one of which was “Diplomatic Car for Sale.doc.” The
primary objective was to access confidential information, compromising the security
of governments, corporations or other organisations. It was uncovered in early 2013
by experts from Russia’s Kaspersky Lab.*

Examples from Turkey

In Turkey there are local websites operating against the national interests of the
country. Generally, they are linked with separatist groups, aiming to disseminate
propaganda and provide online training. Even if they are legally banned, some con-
tinue to operate through servers located in the United States and other Western coun-
tries (especially Germany, The Netherlands and France).

In June 2011, in a protest against the proposed internet filtering rules, planned to be
put into action as of 22 August, the international hacker collective “Anonymous”
(Anonymous describes itself as an “internet gathering” or a “hacker collective” rather
than a “group”) threatened to attack Turkey in a YouTube video. A Turkish manual
regarding how the operation was to be executed and how the risk was to be mini-
mised while attacking was also circulated on the Internet. The manual guided the
common Internet user to download the necessary programmes to launch an attack and
stay in contact with each other. The attacks of the collective mostly targeted the web-
site of the Telecommunications Communication Presidency; however, thanks to the
precautions taken, the website maintained functioning except for a short interruption.

In 2012, “Anonymous” again threatened Turkey over YouTube, announcing that they
would start attacking Turkish government websites until Turkey recognises the al-
leged Armenian genocide. Thereafter, they performed attacks targeting the Ministries
of the Interior, Foreign Affairs and Justice; yet the responses of the experts from the
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Telecommunications Communication Presidency were successful enough to repel the
attacks.

Final Remarks and Conclusion

In recent decades, along with the new technologies appearing at an unprecedented
rate, new vulnerabilities, challenges and threats have emerged as well. It is vitally im-
portant to take efficient and timely measures against potential challenges and threats.
Although current cybersecurity legislation of Turkey meets requirements in this field
adequately, it would not be possible to achieve a complete legal cybersecurity frame-
work, due to the high speed of technological developments and the ability of organ-
ised crime and terrorist groups to quickly and flexibly adapt themselves to such
changes. Therefore, the central task is to develop and implement a comprehensive
strategy covering all dimensions of cybersecurity, namely administrative, technical,
legal, political, economic and social. The Cybersecurity Council provides coordina-
tion among public organs as envisaged by the existing National Cybersecurity Strat-
egy and the 2013-2014 Action Plan; however, although the National Strategy stresses
upon the requirement for coordination with the private sector, the Action Plan does
not include any representative from the private sector with respect to implementation.
In order to better address the cybersecurity of Turkey, it is particularly important to
ensure an active participation of the private sector in the national efforts. On the other
hand, producing legislation accordingly will also significantly contribute to cyberse-
curity in Turkey.

Despite the availability of related laws and regulations, a sufficient level of public
awareness of cybersecurity has not yet been attained in Turkey. Hence, it is undenia-
bly important that more books, reports and articles be published to better inform the
public on cyber threats and challenges. Besides, broadcasting short movies, docu-
mentaries and public service announcements could facilitate attracting the attention of
more people. Also, universities need to undertake responsibilities regarding the mat-
ter. In a research carried out in 2011, curricula of computer engineering departments
of 20 universities of Turkey were investigated, revealing that seven universities had
no courses at all on cybersecurity, nine universities had only one course, three univer-
sities had two courses and one university had three courses. Currently four universi-
ties (Bahgesehir University, Gazi University, Istanbul Aydin University and Sakarya
University) provide cybersecurity master’s degree programmes. At the Middle East
Technical University (METU) in Ankara, which has hosted various conferences on
cybersecurity, a centre under the name of “Cyber Defence and Security Research La-
boratory” (CyDeS) was established in April 2014. As per the National Cybersecurity
Strategy and 2013-2014 Action Plan, universities are among the relevant organisa-
tions with respect to wider adoption of cybersecurity curricula in universities, edu-
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cating academics in the study of cybersecurity (providing scholarship programmes),
creating scholarship programmes for students who would like to specialise in cyber-
security, organising national and international cybersecurity events, promoting the us-
age of open source products and creating national products and solutions in the field
of cybersecurity. In order to create awareness on the issue at early ages, it is quite
significant that curricula of high and higher schools include elective courses on cy-
bersecurity and technical high schools cover a cybersecurity programme besides pro-
grammes such as “Computer Technical Services,” “Information Technologies,” etc.

To ensure efficient cybersecurity, each and every person and institution capable of
contributing to the cybersecurity of public organisations and agencies must be won.
Such people and institutions, particularly public organisations and agencies, would
benefit by training qualified cybersecurity personnel. In this regard, it is necessary to
determine which personnel would get relevant theoretical and practical training. Fur-
thermore, it is also important to allocate a sufficient budget for effectively combating
cyberattacks.

It seems beneficial to switch from traditional protection mechanisms we are currently
using, such as signature-based firewalls and anti-virus software, which are designed
to mainly detect and protect against known threats, to behaviour-based security
mechanisms, which aim at identifying a behaviour that is different than a normal one
and blocking the attack, without a requirement of new rules and signature updates. On
the other hand, cloud computing, which allows users to store and access data and
programmes through remote servers over the Internet without the need for personal
hard drives, is claimed to be more secure and cheaper. A test programme demon-
strated that the US Department of Defence would save 30% on potential information
technology by using the cloud network system.“® Therefore, it would be beneficial for
public organisations and agencies of Turkey to use two types of cloud computing
systems, one of which ought to be a closed platform to ensure confidentiality of ac-
tivities and records and the other — an open platform enabling connection to the
whole Internet world-wide.*’

One of the actions envisaged by the 2013-2014 Action Plan involves the establish-
ment of emergency response teams, which are planned to conduct cyber crisis man-
agement. Although a National Cyberincident Response Centre (USOM) and Cyber-
incident Response Teams (SOME) were established officially and USOM started
functioning, SOME:s still wait to be put into operation. SOMESs should be established
as soon as possible and public organisations and agencies should prepare cyberinci-
dent response plans within the context of their own duties and responsibilities. It is
important that the coordination and communication between the private sector of
critical infrastructure and cyberincident response units be established through a net-
work independent of the current internet system.
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Providing countrywide secure Internet service is necessary for protection against
cyberattacks, yet necessary arrangements should be made to meet the demands of us-
ers if they ask their Internet Service Providers (ISPs) for stronger protection. Relat-
edly, ISPs should better inform any of their users in case they detect that the user’s
computer has become a zombie computer, and even provide free anti-virus software
to the victim customer.

In order to ensure cybersecurity, it is imperative that R&D efforts be intensified. This
requires the support of both the government and the public sector. It is expected that
such efforts would lead to the production of national software, which would help
Turkey prevent potential risks and threats lurked in software of foreign origin, as well
as to save national funds. Yet one of the most significant weaknesses in cybersecurity
efforts in Turkey is observed in the field of R&D efforts, lacking an efficient coordi-
nation between public organisations and agencies and the private sector. Therefore, in
order to overcome the weakness in question, necessary arrangements should be made
to create an environment facilitating coordination between the public and private
sectors with respect to technical support, training and R&D studies, as well as intelli-
gence sharing.

In general, considering that responding to modern threats on one’s own could not be
really successful and combating such borderless threats is a collective endeavour, the
need for international cooperation has become more urgent than ever. Therefore, in-
ternational agreements are playing ever more important role in global security efforts.
It is obvious that the same applies to cybersecurity. The rapid development in com-
munication technologies has removed the national boundaries, increasing and gradu-
ally deepening the interaction between countries. A malware causing harm and de-
struction in one country may easily spread to other countries and threaten national se-
curity. In order to prevent countries from this dark side of globalisation and mitigate
the spread of malware, international cooperation is of great importance. Thus, Turkey
needs to continue her efforts to conclude international agreements in this context.
These agreements may cover areas such as cyberdefence cooperation, cyber non-ag-
gression, prevention of cybercrime, mutual legal assistance in criminal matters and
extradition, training, scientific-technological cooperation and cyber intelligence
sharing.

With the Internet becoming part of our lives, the concept of “cyberterrorism” has
emerged as a buzzword, used widely in both national and international arenas. Tech-
nologies have become so common all around the world that organised crime and ter-
rorist organisations can easily exploit the opportunities they provide.

The terrorist attacks on the twin towers of New York’s World Trade Center on 11
September 2001 changed radically global counterterrorism efforts. Countries have
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deemed it necessary to reconsider the security of their critical infrastructures and their
cybersecurity measures as well as their traditional defence systems.

Attacks in the cyber domain evolve so rapidly that legal arrangements cannot cope
with evolving security requirements of an individual and a nation, and need to be fre-
quently updated. Turkey, too, has made important attempts at combating cyber threats
and put various resolutions and action plans into effect. Yet, in order to strengthen the
cybersecurity efforts, it is necessary to further the international cooperation as well as
the cooperation between the public bodies and the private sector.
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