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ABSTRACT:

The development of complex systems involves multiple participants (stake-
holders) who have their own perspectives, knowledge, experience, and re-
sponsibilities that determine their requirements to the system. It is important
to coordinate stakeholders and unify their requirements. We propose a
method that takes into account the perspectives of all stakeholders. The
framework for defining of system’s problem area defines the boundaries
within which the system is developed. The reference methodology for system
development is based on the IEEE 1471 and 42010 standards. We use a few
viewpoints: Information Security, Risk Analysis, Communication, Technologi-
cal, and Information Processing. The analysis of the different perspectives al-
lows us to construct models describing the features of the developed system.
After analyzing the Information Security viewpoint, a generalized conceptual
model of the system is created. The analysis of Information Processing leads
to a data model. Technological point of view includes different technological
approaches for the development of systems, such as object-oriented ap-
proach with UML Language for constructing the design model and agent-
based modeling approach for creating a simulation model of the system. We
present how the object-oriented design model described with UML can be
transformed into an agent-based simulation model.
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Introduction

The process of development of complex systems involves multiple participants
(stakeholders) — each with his own perspective. Each has relevant knowledge,
skills, experience, and responsibilities that determine their attitude and require-
ments towards the system. Modern systems use different technologies and has
a variety of regulatory requirements. In the process of the system development,
the different perspectives of the participants can intersect or overlap. The co-
ordination of the interested parties and the unification of their requirements
and contributions is extremely important. The environment determines the
conditions under which the information security system (ISS) operates. We pro-
pose an analysis method that takes into account the perspectives of all im-
portant stakeholders involved in the system development, ensuring the com-
prehensiveness of the information security approaches. The problem area
model matches the analysis model.
The development of ISS goes through the following stages (Fig. 1):

1.Clarifying the requirements for the ISS by analyzing the problem area.

2.Systematic analysis of requirements and construction of conceptual model
of the problem area from different points of view.

3.Integrating the conceptual models created from different perspectives.
This facilitates communication between the observers of the developing ISS
who are associated with the respective viewpoints.

4.Creation of a ISS design model by transforming the conceptual model into
an object-oriented design model.

5.Aspect-oriented transformation of a design model into an agent-based sim-
ulation model.
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Figure 1: Systems development cycle.
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Framework for Describing the System Architecture

The system framework for defining the ISS problem area and, subsequently, the
system architecture defines the boundaries within which the system is devel-
oped. The reference methodology for ISS development proposed by us is based
on the framework for the architectural description of software systems in the
IEEE 1471 (3;4;5) and IEEE 42010 (3;5) standards.

IEEE Standard 1471 represents recommended practices regarding the crea-
tion, analysis, and maintenance of architectures of software-intensive systems
and their architectural description. It offers a conceptual framework for an ar-
chitectural description and defines the content of an architectural description.
The IEEE 42010 standard addresses the creation, analysis, and maintenance of
system architectures through architectural descriptions. A conceptual model is
created, and the content of the architecture description is specified. An archi-
tecture description framework is introduced, which includes viewpoints, de-
scription languages, and common practices for describing system architecture.

The framework is formed from the multiplicity of stakeholder/observer per-
spectives. The architectural description initiates the creation of a design model
of the ISS. It is used in the implementation of a real ISS, the design of which
takes into account and unifies the requirements of different points of view in
the area of interest of the ISS. The basic concepts underlying the domain analy-
sis framework for an ISS are Environment, Stakeholder, Domain of Interest,
View, Point of View, System Architecture, Architectural Description, Architec-
tural Description Creation Framework, Architectural View, and Architectural
Perspective. They define the general conceptual framework, allowing a multi-
faceted description of the problem area and defining the architecture of the ISS
by using the capabilities of conceptual modeling (8;9;10).

Fig. 2 depicts the area of interest of the ISS, which is used to frame the anal-
ysis of the problem area of ISS.
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Figure 2: Area of interest of ISS.
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Our method for developing information security systems in organizations
takes into account and unifies the requirements of the various elements and
points of view in the area of interest of the system:

e Information Security viewpoint —includes the main concepts in information
security (Threats, Vulnerabilities, Sources, Motivation, etc.), as well as the
main approaches to implementing information security in organizations;

e Risk analysis viewpoint — the requirements for the ISS are determined
through the risk analysis;

e Communication viewpoint — determines the way of communication, prede-
termining the approach to information protection.

e Technological viewpoint. This perspective includes supported platforms
and technologies, as well as different approaches in information and com-
munication technologies such as object-oriented approach and agent ap-
proach,

e Information Processing viewpoint — including the three main types of data
defined according to information security — Data-in-Rest, Data-in-Motion,
and Data-in-use Use).

Analysis of the different viewpoints

As a result of the analysis of the different perspectives in ISS, it is possible to
construct models describing the system’s features from these viewpoints. After
analyzing the problem area of ISS from an “Information Security” viewpoint, us-
ing the concepts underlying the IEEE 1471 and IEEE 42010 standards, a context
is provided to define a common conceptual framework for construction of con-
ceptual models of ISS. The result of using conceptual modeling to create an anal-
ysis model of the problem area is a conceptual model that is essentially an ab-
straction. Each concept is considered as a separate component. Therefore, this
model also represents the architecture of the ISS. The essence of our approach
is the initial creation of a generalized model, and then, on its basis, a detailed
model of the ISS problem area. In this way, we abstract from unnecessary de-
tails and focus on the essential features of the system. The components of the
generalized model coincide with the software tasks of the designed information
security system.

They reflect the relevant elements of the analysis of the field of Information
Security (Fig. 3). The model consists of six components corresponding to the
main concepts that represent the field of Information Security:

e “Data protection” (What do we protect?),

e “Protection of communications” (Where and What do we protect?),
e “Endpoint protection” (Where do we protect?),

e “Management and Configuration” (How do we protect?),

e “Monitoring and Analysis.”

68



From UML Design Models of Information Security System to Agent-based Simulation

Security model and policy

direct / apply \ State

Management and monitor
Configuration

Monitoring and Analysis

monitor
Configure

Protection of
protect communications

nclud\ /l;ude

Data protection

Endpoint protection |«

Figure 3: Generalized conceptual model of the ISS problem area.

In general, the data can be in one of the three states: “Data in motion” (com-
municated data, status data), “Data at rest” (storage devices, archives, network
partitions) or “Data in use” (the data used or processed in applications).® For
the formal presentation of the data in the ISS, we create a meta-model (Fig.3),
which is based on the viewpoint “Processing of Information” in the area of in-
terest of the ISS (Fig.2).2 In order to protect the different types of data, it is nec-
essary to implement specific approaches to information security in the main
blocks of the meta-model from the viewpoint “Information Security.” Data must
be protected against loss, theft, and unauthorized access or uncontrolled
changes — Privacy Control, Integrity, Access Control, Isolation, and Replica-
tion. 1011

Data at Datain Datg in
Rest Use Motion

Figure 4: Meta-model “Processing of Information.”

In order to take into account the requirements of all stakeholders, i.e., view-
points, our approach allows the creation of any number of conceptual meta-
models that can be combined in one system. The result is a multi-layered con-
ceptual meta-model of the ISS which contains meta-models representing the
respective viewpoint.

The analysis of the “Technological point of view” includes different techno-
logical approaches for the development of an information security system, sup-
ported platforms and technologies, as well as different approaches in infor-
mation and communication technologies such as object-oriented approach and
agent approach. The object-oriented approach (OOA) allows a problem to be
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broken down into its constituent components. Each component becomes a sep-
arate object, which contains its own data, processing methods, and certain ac-
tions. The Unified Modeling Language (UML) is widely used in OOA. The agent
approach is related to the term “agent.” An agent is any set that perceives the
environment through sensors, processes its information, and influences the en-
vironment through actuators. Very often, the agent-based modeling approach
is used to create simulation models to pre-simulate the operation of the de-
signed ISS through available simulation environments such as NetLogo.

Object-oriented Design Model

On the basis of the proposed conceptual model, a Design Model of the system
can be created, which describes the architecture (static structure) and function-
ality (dynamic behavior) of the ISS. An object-oriented approach and according
object-oriented description language can be used for the construction of the
Design Model. Such language is the Unified Modeling Language (UML), provid-
ing tools for describing, analyzing, modeling, and documenting the architecture
and functionality of ISS.57

The construction of the model is carried out by transforming the conceptual
model into an object-oriented design model. The design model consists of an
architectural model and a functional model, described with corresponding dia-
grams in UML. The static structure or architectural model of the system can be
represented by the static UML structural diagrams — Class, Object, Packet, Com-
posite Structure, Component, Deployment, and Profile diagrams. To transform
the generalized model of the ISS problem area from (Fig. 2) into an OO model,
we use a “Class-diagram” (Fig.5). To represent the object-oriented models of
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+Device management() 0&_‘&_‘* +exception
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+Monitoring() ~Skip()
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Figure 5: UML Class diagram of ISS.
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the detailed models of the concepts “Endpoint protection” and “Protection of
the Communications” (Fig.6) we can use a Composite structure diagram. A more
detailed description of the architecture of the design model requires the use of
Object Diagram and Profile Diagram from the UML arsenal.

The functional model of the ISS can be represented by dynamic UML dia-
grams: Behaviour Diagrams and Interaction Diagrams. Through them, different
aspects of the dynamic behavior of the system and the interaction of the differ-
ent elements of the system with each other or with external entities can be de-
scribed. For this purpose, a dynamic analysis of the information security system
is performed, and the possible interaction options are identified through the
approach in Fig. 7. These options or cases can be formally described and em-
bedded in the designed system so that it reacts to the interaction with the ex-
ternal subjects and the internal elements according to the goals set in its design.
The set of UML diagrams describing the result of the performed dynamic anal-
ysis of the system form the ISS Functional Model. Each diagram describes indi-
vidual functionalities of the system. A typical functional model consists of use
case diagrams, class interaction overview diagrams, sequence diagrams, activity
diagrams, and state diagrams.

Protection

+Data chennels
+Data at rest
+Data in use

+Data in motion
+Analysis data
+Configuration data
+Portl

+Port2

+Port3

+Endpoint Protection()
+Protection of communications()

| Integrity protection ‘
T

| Secure Storage |

Identity

| Access control
]

| Physical protection

Data Channels

Port2

Data Protection

Data at rest
| Cryptographic protection Port3
5
| Protection of Communications'
11

|Physical protection of connections|

Analysis Data

| Information flow protection

Figure 6: UML Composite structure diagram” of the class “Protection”.
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Figure 7: Approach to creating a functional model using dynamic UML diagrams.
Agent-based Simulation Model

The agent approach is based on “agents” — any set that perceives the environ-
ment through sensors, processes information, and influences the environment
through actuators (Fig. 8). The agent-based modeling approach is used to create
simulation models to pre-simulate the operation of the designed ISS.
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Perception
Sensor |4
‘)
'
Actuator v
Influences

Figure 8: Agent.
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In the process of ISS design, we assume that certain separate agents perform-
ing independent tasks to protect a given asset or information are part of the
system. In order to achieve the objectives of the ISS, the system must ensure
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Figure 9: Relationships in the “Agent” class.
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the activity of several types of agents performing a certain role and some inter-
actions between them. The following agents can be defined: “Policy Agent,”
“Storing Agent,” “Breaching Agent,” “Processing Agent,” “Communication
Agent,” “Services Agent,” “Protection Agent,” “Monitoring Agent,” and “Re-
porting Agent”, which are forming class “Agent” (Fig.5). The relationships of the
agents are shown in Fig.9.

Transformation of the Design Model into an Agent-based Simulation
Model

The transformation of the object-oriented project model of the ISS into an
agent-based simulation model is based on the class-diagram of Fig.5. It is evi-
dent that the class “Control” contains objects that have the potential to become
pro-active agents, making independent decisions. This class interacts with the
other classes (Security, Data, and Management), which shape the environment
of the agent class and provide them with the information they need to work and
make decisions. In addition, the agents act on the environment in order to
achieve specific results for ISS and receive information for the decisions. It can
be assumed that these classes form the environment with which the Control
class interacts. So, a class “Environment” can be defined as consisting of three
classes — Protection, Data, and Management. The Control class then becomes
a Control Agent, interacting with the new Environment class (Fig.8). On this ba-
sis, it can be assumed that the “Control” class is transformed into an “Agent”
class, which represents a set of agents, each with a specific purpose. In accord-
ance with the individual objectives and the need for certain roles, the class
“Agent” includes: “Breaching Agent,” “Protection Agent,” “Policy Agent,” “Mon-
itoring agent,” “Reporting agent,” “Communication Agent,” “Processing agent,”
“Storing agent,” and “Services agent.”
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Figure 10: “Agent” and “Environment” classes.

To describe the role of each agent by using the UML language, a use case
diagram is used, which describes the interaction of an agent with the environ-
ment and in our case is considered as an OO system. For each of the listed
agents, a diagram is created that describes the scenario in which it operates. To
show how this is done, the ‘use case’ diagram is presented to the environment
by the ‘Policy Agent’ and ‘Protection Agent’ agents. The other agents are de-
scribed in a similar way, which creates an agent-based model of ISS implemen-
tation. This model is used to simulate the activity of the designed system.
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Figure 11: Use case diagram for Policy Agent.
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Fig. 11 shows a use case diagram for “Policy Agent.” The scenario shown by
the diagram is as follows: “Policy Agent” monitors security policy compliance.
In the event of a violation, the “Protection Agent” is activated and, according to
the actions provided in the security policy, activates the following agents: “Re-
porting Agent,” to prepare a report on the violation, “Protection Agent” to block
the action, “Storage Agent” to store the report and a copy of the document that
violated the security policy for further investigation. The agent periodically sub-
mits the parameters indicating the normal operation of the system to the Vio-
lation Agent, serving to detect a deviation and identify a violation accordingly.

Fig. 12 shows a use case diagram for “Protection Agent.” The agent is acti-
vated by the Violation Agent upon detection of a deviation from normal param-
eters. The agent initiates the implementation of the previously planned actions
to counteract the violation or threat.

+Self-defense
+Deviation %
—_—

Analytical Agent Protection Agent

) +Initiates
Counteraction to threat detection ——{> %

Threat

¥

Security policy

Report a violation - 1

v

R

Reporting agent

Figure 12: Use case diagram for Protection Agent.

Conclusions

Why is the transformation of a UML design model into a simulation model nec-
essary? When designing a modern complex ISS, it is necessary to take into ac-
count the various requirements of the various stakeholders. It is very important
to be sure that the designed system will satisfy their requirements, as well as a
number of external requirements — technological and normative. Therefore, a
preliminary simulation of the system’s operation is important to make sure that
these requirements will be met. The proposed transformation is part of our pro-
posed comprehensive method for designing an information security system in
organizations. Our method has good practical application in the fields of contin-
uous improvement of cybersecurity processes, complex systems analysis, de-
sign and development, risk analysis, and risk assessment.
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The approach is applied in system simulation through various agent-based

simulation environments.
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